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Battlespace DimensionsBattlespace Dimensions
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African Battle SpaceAfrican Battle SpaceAfrican Battle SpaceAfrican Battle Space
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Threats To Security: An International ViewThreats To Security: An International View

Threats and risks
Terrorism
N l d th f d t tiNuclear weapons and other weapons of mass destruction
Trans-national organised crime
Global instability and conflict, and failed and fragile states
Civil emergencies
State-led threats to the mainly Western World Countries

Drivers of insecurity
Challenges to the rules-based international system
Climate changeClimate change
Competition for energy
Poverty, inequality, and poor governance
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Source:  The National Security Strategy of the United Kingdom - Security in an interdependent world, March 2008

Almost 100% match with SANDF views!



Conflict in Africa:  Distribution of Wars of the 1960’s to PresentConflict in Africa:  Distribution of Wars of the 1960’s to Present
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Civil War/Insurrection conflict the exception
• Major inter-state wars
rare:
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War of Independence/Liberation Ogaden
Libya-Chad
Ethiopia - Eritrea



Conflict in Africa: An UpdateConflict in Africa: An Update

10 Chart available at www.reliefeweb.int
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UrbanisationUrbanisation

Kinshasa, central market area – National Geographic Magazine –
Nov 1991
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Access to Ports of EntryAccess to Ports of Entry
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Social Anomalies:  Child SoldiersSocial Anomalies:  Child Soldiers
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IFF, Rules of Engagement regarding Child Soldiers?



Broadening Concept of SecurityBroadening Concept of Security

•Concept of security has broadened.

•Includes everything that poses a 
threat to individual, natural or
human inducedhuman induced.

Photo: Yasmina Bouziane, 4 Jun 2004

Implications: Defence Forces are increasingly p g y
tasked to conduct “collateral” operations.

This imply that it is not security first and

15 Photo:UNICEF

This imply that it is not security first and
on its own



“That is when two combatants are so different in their characters and in

Asymmetric ConflictAsymmetric Conflict

That is, when two combatants are so different in their characters and in 
their areas of comparative strategic advantage, that a confrontation between 
them comes to turn on one side’s ability to force the other to fight on their 
own terms.”

Photo: SAAB

16 Photo: CNN



Hackers and Cyber Warriors/TerroristsHackers and Cyber Warriors/Terrorists

Incompetent Amateurs

Hackers

Disgruntled Employees

Criminals

Organised Crime

Political Dissidents

Terrorists

Espionage Services
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Orchestrated Info war



Threats to Security in AfricaThreats to Security in Africa

S b t t fli tSub-state conflict
Humanitarian threats

Disease: HIV/Aids, malaria, cholera, etc.Disease: HIV/Aids, malaria, cholera, etc.
Food/water Insecurity
Displacement and migration

Demographic stresses: e.g. Urbanisation, youth bulge, etc
Poverty and underdevelopment

(International) Organised crime

Vulnerable political structures
Environmental degradation, exacerbated by climate change 
(International) Organised crime
International terrorism (Targets and Bases)

Exceptionally, Inter-State armed conflict 
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Implication: Persistent, mainly sub-state conflict,
often with external support and/or intervention

Implication: Persistent, mainly sub-state conflict,
often with external support and/or intervention



New ThreatsNew Threats

IED Incidents and theIED Incidents and the 
African Battle Space
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Foreign Involvement In AfricaForeign Involvement In Africa

20Source: fromthewilderness.com



Cell phone Coverage in Africa: GSMCell phone Coverage in Africa: GSM

Official network 
coverage does not 
reflect unregulatedreflect unregulated 
coverage by multiple 
service providers in 
countries like Somalia,countries like Somalia, 
which “works almost 
everywhere” with 
“unbeatable tariffs”

21
Map: GSM World Poster 2005, gsm.com



KuKu--band Satellite Coverageband Satellite Coverage

Exclusively for satelliteExclusively for satellite 
communications -
broadcasting and 2-way 
Internet connections 

Risk of interception or 
disruption?
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ComplexityComplexity
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Complex Environment - physical, 
human, informational



RememberRemember

Th tt k d lThe attacker needs only one 
vulnerability.

The Defender needs to protect every p y
avenue.
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Concept and ApproachConcept and ApproachConcept and ApproachConcept and Approach
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JFE Objectives: Within a Layered Approach

REGIONAL AND 
CONTINENTAL 

DEFENCE LAYER
PROMOTING REGIONAL AND 

CONTINENTAL PEACE, SECURITY 

Regional and 
Continental Defence 

Layer
Promoting Regional and 

Continental Peace, Security and ,
AND STABILITY IN SUPPORT OF 

GOVERNMENT 

Layer
Stability in Support of Government 

Initiatives

CREDIBLE 
DETERRENCE

Credible 
Deterrence

Defence of the Territorial Integrity 
and Sovereignty of the RSA

PROVIDE SUPPORT 
TO GOVERNMENT 
DEPARTMENTS

DOMESTIC 
DEFENCE LAYER

Provide Support to 
Government 
Departments

Domestic 
Defence Layer
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Range of Military OperationsRange of Military Operations

Military 
Operations

General
Goals

Type of Operation
(Examples) OppositionMilitary 

Operations
General
Goals

Type of Operation
(Examples) Opposition

C
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M
B

War Defeat
Enemy

D t W

Major Combat Operations

Peace Enforcement

MilitaryC
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Enemy

D t W

Major Combat Operations

Peace Enforcement

Military

B
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C

Military
Operations
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Deter War
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Conflict
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Show of Force/Raid/Strike

Peacekeeping
Counterterrorism

Military/
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B
A
T

N
O
N
C

Military
Operations

Other

Deter War
&

Resolve
Conflict

Counterinsurgency
Show of Force/Raid/Strike

Peacekeeping
Counterterrorism

Military/
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Freedom of Navigation
Counterdrug

Protection of Shipping
Humanitarian Assistance

Criminal

C
O
M
B
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Other
Than
War

Promote
Peace

&
Support

Freedom of Navigation
Counterdrug

Protection of Shipping
Humanitarian Assistance

Criminal

(Adapted from US JP3-07 Joint Doctrine for Military Operations Other Than War, 16 June 1995 )

A
T

Civil
Authorities

Humanitarian Assistance
Civil Support

(Adapted from US JP3-07 Joint Doctrine for Military Operations Other Than War, 16 June 1995 )

A
T

Civil
Authorities

Humanitarian Assistance
Civil Support
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EW capabilities must enable and support operations across 
the spectrum from combating crime to major combat



Looking Back: 1997 Looking Back: 1997 
Potential Threat of Info Attack on US National Security Potential Threat of Info Attack on US National Security 

Source
Validated 
Existence

Existence 
Likely

Likely 
by 2005

Beyond 
2005

Incompetent (Amateur) Wp ( )

Hacker W

Disgruntled employee W

Criminal W

Organised crime L W

Political dissident W

Terrorist group L W

Foreign espionage L W

Tactical countermeasures W

Orchestrated tactical IW L

Major strategic disruption L

W

29
Source: From a Defence Science Board (US Department of Defence) Task Force report on ‘Information Warfare – Defence’, quoted in 
“Waging the infowar” by J.R. Wilson, Jane’s IDR Extra, Volume 2 No.4, April 1997

W = Widespread, L=Limited

j g p



A Later US View C. 2005A Later US View C. 2005
• Continued asymmetric opposition to US interests

– Non-state actors
– Nation states

Mili i– Military actions
• ….certain trends are obvious:

– Nuclear, chemical, bio weapons continue to proliferate
T i ti– Terrorism continues

– Increasing violence and political influence by non-state actors
– Proliferation of primitive (but effective) as well as modern weapons/systems

• Threats Impacting Navy Marine Corps Missions• Threats Impacting Navy-Marine Corps Missions
– Proliferation of capabilities for sophisticated information warfare
– “Network centricity” creates vulnerabilities for US forces

• Interruption/jamming• Interruption/jamming
• Effective emission control impossible
• Information overload
• Over-dependence on reachback
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Over dependence on reachback

Extracts from Science and Technology for Naval warfare, 2015 – 2020, Naval Research Advisory Committee, 
04 October 2005



EW Activities
Electronic Attack Activities

Activities related to electronic attack are either offensive or 
defensive and include —defensive and include —
�� Countermeasures.
�� Electromagnetic deception.

El t ti i t i�� Electromagnetic intrusion.
�� Electromagnetic jamming.
�� Electromagnetic pulse.
�� Electronic probing.

Electronic Warfare Support ActivitiesElectronic Warfare Support Activities
Activities related to electronic warfare support include —

�� Electronic reconnaissance.
El t i i t lli
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�� Electronic intelligence.
�� Electronics security.

Source:  FM 3-36: Electronic Warfare In Operations, February 2009



EW Activities (Contd)

Electronic Protection Activities
Activities related to electronic protection include —

�� Electromagnetic hardening.
El t ti i t f�� Electromagnetic interference.

�� Electronic masking.
�� Electronic warfare reprogramming�� Electronic warfare reprogramming.
�� Emission control.
�� Spectrum management.p g
�� Wartime reserve modes.
�� Electromagnetic compatibility.

32
Source:  FM 3-36: Electronic Warfare In Operations, February 2009



EM Spectrum TargetsEM Spectrum Targets
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Source: FM 3-36 Electronic Warfare in Operations.  US Department of the Army, February 2009



Opportunities and Threats for the SANDFOpportunities and Threats for the SANDF

Th tThreat:
Interception of own comms by criminals 
and enemy forces, espionage

Opportunity:pp y
Interception of comms of criminals, 
terrorists, insurgents and opponents

Threat:
Interception/jamming of own comms by 
enemy forcesenemy forces

Requirement/Opportunity:
Hardening of own systems
Interception/jamming of comms of 
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Source: FM 3-36 Electronic Warfare in Operations.  US Department of the Army, February 2009

opposing forces



Utilising tradeUtilising trade--off studies to better off studies to better 
decision makingdecision making

C2I3RS

gg

C2

MobilityMobility
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Force 
Deployment



Integrated RequirementsIntegrated RequirementsIntegrated RequirementsIntegrated Requirements
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Integrated (Joint) PerspectiveIntegrated (Joint) Perspective

Capability Development & Management Capability Development & Management 
Integrated (Joint) PerspectiveIntegrated (Joint) Perspective

Battlespace 

g ( ) pg ( ) p

TraditionalTraditional 
Svc/Div 

Perspective
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SA Army SAAF SAN SAMHS
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RealityReality
All blue lines can consists of either:

•Voice

•Text

•Imagery

veOffensiveDefensive

O
bj

ec
tiv
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Example of Capability RequirementsExample of Capability Requirements

MappingMapping

40
Source:  US Joint Warfighting Science and Technology Plan, Chapter XI, Electronic Warfare



ConclusionConclusionConclusionConclusion
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The EW ChallengesThe EW Challenges
• Exponential technology growth – high levels 

of unpredictability and uncertaintyof unpredictability and uncertainty

• Today, military only; tomorrow, off-the-shelfy, y y; ,

• Finding focus with limited resources

• Leveraging limited capabilities

• Need for a System of systems approach
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• Increased protection requirement



Key Requirements for SANDFKey Requirements for SANDF
• Secure communications

• Secure C2 and computer networks

• Encryption/decryptionyp yp

• Electronic surveillance

• Disruption/jamming

• Advanced signal processingAdvanced signal processing

• Deconfliction of EW spectrum
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• Realisation of interoperability requirements 



•
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How can I guarantee the How can I guarantee the 
basics?basics?basics?basics?

• The most basic communication 
requirements for dismounted soldiers arerequirements for dismounted soldiers are 
to know (1) their own location, (2) the 
location of friends and (3) the location oflocation of friends, and (3) the location of 
enemies.

• Can we guarantee even that for the next 
decades?
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Questions/DiscussionQuestions/DiscussionQuestions/DiscussionQuestions/Discussion
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